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F-MA300 ACCESS CONTROL TECHNICAL MANUAL

Introduction

The F-MA300 is a standalone access control by fingerprint and card that uses advanced reading technology, it is
ideal for using in circumstances that require high security levels.

It uses a management software with different functions, attendance control, user management, access control, and
so on.

Programming is carried out by the management program in English. This equipment has a 10000 user capacity.

ot | 000000

e Standby function
Energy saving system by means of an on/off automatic control of the equipment. In standby, the energy
consumption is lower than 0,2 w.

e Programming by the management program
The entire programming is carried out by means of a command.

e Closing timer
Door closing timer setting is between 0-99 (0s equals to 50ms).

e Anti-vandal alarm
Anti-vandal protection system that activates a sound alarm when there is an attempt to open the
equipment by force.

e  Connection by using a network cable (RJ45) on to the computer or TCP/IP connection.
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Use the drilling
template to mark screw
holes.

Untighten the screw
at the bottom of the
device.

place.

Mount the device in

Remove the device’s
back panel and mount
according to template
marks.

Tighten back the screw at the
bottom of the device.
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Management Software Manual

1. Operating Instructions

1.1. Hardware requirements
e  Memory: 1G minimum
e Storage: 10G minimum
e Windows XP or later

1.2. Basic operations
e Management program initialization
Add a new device
Create privileges levels for access
Add users
Define privileges for users
Time Zones
Monitoring

1.3. Management program initialization

85 dmin .
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Remember Me

Image 1 - Login

After opening up the software, it will be necessary to log into the application.
Default credentials are:

e User:admin

e Password: admin

Itis recommended to change access credentials after the first initialization, you just need to click on System -> Change
Password.
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Hello admin,Welcome to Access3.5 Security System

©

Time Zones

e R

Device Personnel

=

Door Setting

&

Access Levels

HONOIC]w]CY

Real-Time Monitoring

B

Reports

Image 2 — Main screen

After logging in, the application’s main screen will initialize (Image 2).

If it is necessary to change the language, just click on the icon ﬁ . It is recommended the use of the English language
because all other language options are still in the update stage.

1.4. Add a new device to the F-MA300

The first setting step is to add the F-MA300 to the software. After carrying out all the corresponding connections, the
device can be added by clicking on Device on the main screen (Image 3).

Device

Delete () Search GetLogs [25] SymcAllData To Device (B Get Personnel Data From Devics GetInformation of Personnel

- More... -

[ 333

[[] Device Na.. | Serial Number | Communic... IPAddress  Serial P.. RS485 Addr.. Enabl.. Person.

6583152301497 TCPIP 10.0.0.199 o 2

1

0

0

Fingerp.. Vein Quant.. Face Qu.. DeviceMo.. | Firmware Version

Ver 6.62 Dec 72015 teste

Area Name

Image 3 — Screen to add the device
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Next, a new window will pop out (Image 4), click on Add to add a new device.

Access Device N OROIS )

[ =5 By
E—% add oy Eat Qaf Delete (O) Search [ GetLogs Simcal Data ToDevice (EE] Get Personnel Data From Device !l Getinformaton of Personnel - More... -

Device Name

Device Na... | Serial Number  Communic... |P Address | Serial P.. RS485Addr.. Enabl. Person.. Fingerp.. VeinQuant.. Face Qu.. DeviceMo.. FirmwareVersion  AreaName
333 6583152301497 TCPIP 1000139 (/] 2 1 0 0 Ver662Dec 72015 teste

‘Wizard - Add Device

This wizard will guide you fill in the parameters of communication
between the PC and the device

To continue, click Next

Professional Mode <Back exi > Cancel |

Image 4 - Setting window for the new device

Then, another window will pop out (Image 4), click on NEXT to add a new device to the system, fill in all the device data
in this window (if the window looks different, click on Wizard Mode on the bottom left corner of this window, when
clicking, the window will turn to a similar window as shown in Image 4.

Communication Type: TCP/IP.
IP Address: 192.168.1.201 (factory default IP).
IP Port Number: 4370 (by default every TCP/IP connection uses the 4370 port).

Note: If the device stays directly connected to the computer, it is not necessary to change the device IP, but if it is
necessary to change it due to the device being connected to a router/switch, the IP will have to be changed for a free
static IP within the router network (See point 0).

Click on NEXT.

www.triplow.pt



.Triplo W ez

Access Device 2O 0D

. = s =
2 add [Dp Edit [if Delete Search [Zi7] GetLogs [ Syncall Data ToDevice (5] GetPersonnel Dats From Device L GetInformtion of Personnel - More... ~
Device Name [% L] Q £ = e
[J |Device Na.. Serial Number | Communic... IF Address | Serial P.. RS485Addr.. Enabl.. Person.. Fingerp.. VeinQuant.. Face Qu.. DeviceMo.. FirmwareVersion  Area Name
i [ 332 5523152301497 TCPIP 10.0.0180 ° 2 1 0 0 Ver6.62Dec 72015 tests
] Add x
Device Type

This iss an optional setting. After connecting the device, this wizard wil
automatically correct the wrang choice

() standalone Pull Device

O One-Door Control Panel

C $§\
O FourDoor Control Panel | Switch to Two-door Two-way

@® stangalone Device

Professional Mode <Back || Nex> | | Cancel

Image 5 — Add new device

On the Image 5 select the option Standalone Device.
Click on NEXT.

Device 1N ONOIC]u]C)
Y o) =
EE@ Add Edit Quf Delete (O) Searcn Fi GetLogs SymcAll Data To Device [EE] Get Personnel Data From Device Ge(mformanon ofPersannel - More... -

[] DeviceMa.. SerialNumber Communic.. IP Address Serial P.. RS485Addr.. Enabl.. Person.. Fingerp.. VeinQuant.. FaceQu.. Device Mo

Firmware Version Arza Name

»i D 333 6583152301497 TCPIP 10.0.0.199 o 2 1 0 0 Ver6.62Dec 72015 teste

ontrol Others

[E
y

>
- :
N

2 \ & Synchronize Device Time With PC Time 4

s Clear Data in the Device when Adding

<

Professional Mode <Back ||| Next> | | Cancel

Image 6 — Add a new device

On Device Name (1) fill in with the desired name, for example: entry door.

Select Synchronize Device Time with PC Time and Clear data in Device When Adding (Image 6).
Click on NEXT on the following windows.
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Access Device

= e EE
= Add ‘- Edit ‘[ Delete (2 Search -"- Getlogs %g Sync All Data To Device GetPersonnel Data From Device hseﬂnfwmmmn of Personnel - More.. ~
Device Name 2 [?9 > [ E63 3=
[[] DeviceNa.. SerialNumber Communic.. IPAddress SeralP.. RS485Addr. Enabl.. Person.. Fingerp.. VeinQuant. FaceQu.. DeviceMo.. Firmware Version  Area Name

LB} D 333 6583152301497 TCPAP 10.0.0.199 (]

2 1 0 0 Ver662Dec 72015 fteste
Area

Image 7 — Add the new device successfully

If the device is added successfully, the window in Image 7 will pop out.
In this window, click on Sync All Data to Device and on More, click on Synchronize Time.

Access Device

N == =ty
Add Edgit ] Delete (O} Search [£iz] GetLod Get Personnel Data From Device Get Information of Persannel
Device Na... Serial Number  Communi... | IP Address Serial P... RS485Add.. Enab.. Person
351 Triplo W 6691155000034 TCP/P 192.168.1.201 (-]

F=5] SyncAll Data To Device

Fingerp.. Vein Quan.. Face Q.. Device Mo... Firmware Version Area

1 1 0 0 Ver 6.60 Mar 18 2013 Area

] Synchronize Data to The Device x

Device Communicz 1P Serial Port | RS485 Sync
Name Type Address Mumber  Address Status

» Triplo W TCPIP

192.168.1.201

Progress

0%
Total progress

0%

Image 8 — Synchronize software data to the F-MA300

1.5. Create privilege levels for access

Before creating new users, it is necessary to create privilege levels that are going to be available for the door. By default,

there is only the option to set the door for a 24 h opening. Access shifts can be created in Access Control ->Time Zones-
>Add.

208 ;
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Set access levels on Access Control (1)->Access Levels (2)->Add (3) (Image 9).

Access Control {:5} @ @ @ (] ®
I, = O
[2y Edit {i] Delete [ Personrkiaccess Levels
Access Level Name ‘Access Control Time Zone Door Combination

Time Zones
Holidays
Anti-P
Multi-Card Opening 2

Real-Time Menitoring

Map

Adv:

Image 9 - Privilege levels

&l Add x
Pt . Acesas Contror Time Zone .
Unauthorized Doors Authorized Doors / N
[]  DoorName poicstiamgl 1 [ [ Door Name Owrfbd Device

Time Zones 3t O 3834 333
Holldays
Door Settings

Unauthorized Personnels Authorized Personnels

[[]  Perso.. & FirstName Last.. CardNu Departme ] Perso.. « FirstNa. LastNa.. CardNu. Departm

Real-Time Monitoring

Image 10 - Privilege levels

Click on Add, a new window will pop out (Image 10) where desired access levels can be created.

1- Name de type of access level (Example: Management, Employees).
2- Door (in this case the F-MA300).

3- Time zone access type (To create different access schedules, see point 1.9).

Click on SYNC NOW.

% 10
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#2] SYNC Notice x

Data updated, please SYNC

Image 11 — Synchronization between software and device

Image 11, this window is going to open up every time the software detects new entered data that needs to be
transferred to the device, so that the software and the device are synchronized.

1.6. Door settings
In this tab, it can be set the time the door remains open and the type of verification necessary to open up the door
(card, card + fingerprint, only fingerprint).

To enter door settings:
Click on Access Control (1) -> Door Setting (2) -> Edit (3) (Image 12).

1 Access Control %:-} @ @ @ (um} ®
Edit Q Search Operation Logs
DoorName  DoorNum.. Device Name  Door Active Time Zone | Door Passage Mode ... Lock Open Durati.. Door AjarDelay  Verify Type Door Sensor T.. In/Out State
SN M7 a & HaucAccacsipla 5 A None In
Time Zones cd v
Holidays B ETE 333 - Door Sensor Type Nene [=]
3 Door Number 1 * Door Ajar Dela: 5 3| second (0-254
2 Door Name Porta_Teste] = Close and Revserse State
Door Active Time Zone 24-Hour Aceessible =] - Time attendance
Door Passage Mode Time Zone —— =] Lock Open Duration .0 Second(1-10)
Verify Type Any Punch Interval Second (0-10)
Failure Times 2 &
Real-Time Monitoring =
Exteral Alarm Delay 2 2| second(1-99)
Duress Password Seftings EERERE) 0
Emergency Password Settings
Wiegand Seftings
Copythe Settings to Doors of Current Panel []
Copythe Settings to Doors of Allthe Panels [
o

Image 12 — Door settings

When clicking on Edit, a window will open where all door settings are be found:
e Door Name
e Door Active Time Zone: It is recommended to leave the door with a 24 h availability.
e Verify Type: In this field, it can be set how the user is going to open de door, for example:
o Any: Door opens by card or fingerprint.

o Only Fingerprint: Door opens only by fingerprint.
o Only Card: Door opens only by card.
o Card and Fingerprint: Door opens by card + fingerprint.

o Etc.
e Door Sensor: If the door has a status sensor, it can be selected. If it does not have it, select None.

% 11
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e Lock Open Duration: Time the door stays open (In order for the door to work properly, it is recommended to
change the time for a minimum of 3 seconds).

The WIEGAND option is for when the door or exit terminal has the F-MA300 to open the door and another WIEGAND
terminal inside for exits. In this case, the terminal can be set in the WIEGAND option.

1.7. Add a new user to the software

To add new users, click on Personnel (1) ->Add (2) (Image 13).

1 el #0000
[ rao [By Eo i osew G searen SO agustospanmen ST matcnacapersonnst [ impon [3 Exrt [ Operaton Logs
[[1  PemsonnelID = First Name Last Narme CardMumber  Depatment N Depatment N Gender 10.0 FP Qty 9.0 FP Qty Vein Quaritity Face Qty
o 0
a o
/" Personnel Profile |_Details | Access Levels | N o
Personnel D . Depament - -
2 FirstName [ Card Number [ |
LastName Wobile Phone | (]
Gendr Male v Hirad Date 20160412
(Optimal Sz 230x230 Pixel)
Passwora Binnasy 2016-02-12 -
Emad [ Pridlsg Persannel

Image 13 — Add new users

On the Image 14 window, the complete new user data can be filled in.
If it is necessary to assign a department to each user, then first a department has to be created on Personnel ->
Department.
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FPersannel Prafile | Details ccess Levels
Personnel ID I:I * Department Company Mame ~ *

Frsthame [ ] Card Number [ 1

LestName [ ] Mobile Phone ] 0]
Gender Hired Date 2016-04-12 -
(Optimal Size 230=230 Pixel)

Image 14 — User data

Card Number: Enter the access card number (Image 15).

Access card
number

Image 15 — RFID card

Fingerprint Reg.: For adding a user fingerprint (See point 1.8).
Access Levels: Assign an access level for the user (Image 16). This option will assign the access level for the user. Access

levels were created on point 1.5 (this is a mandatory step for the proper operation of the device, without this setting,
users will not be able of opening the door).
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Personnel Profile l Detai\;/ Access Levels I

Access Levels Authorized Access Levels

[:| Access Level Ma..  Access Control Ti... [:l Access Level M., | Access Control ..
vi & [ admin 24-Hour Accessi..
1 rd X .
2 D operario turne manha
Multi-Card Opening Group 3

Set Valid Period O
Start Date 2016-04-12 End Date 2016-04-12

Image 16 — Access level

To define user access is necessary to (Image 16):
1- Select access type.
2- Add authorization type.
3- Confirm add/edit user settings.

Click on SYNC Now.
7| SYNC MNotice X

Data updated, please SYNC

Image 17 — New data synchronization to device

If the software detects new data updates, such as new users, privileges, time zones, etc., the text box shown in Image
17 is going to pop out to synchronize the software data to the device, so that both systems have the same information.

1.8. Add user fingerprint

To add a user fingerprint is necessary to create a user or edit a user data Personnel (1) -> Select user (2) -> Edit (3)

(Image 18).

(I 14
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Personnel

E—'a) Add Edit \h Delete Q Sed _|austDepartment &Ba{dePemunnel 5 mport [ Export Operanun Logs

[:] Personnel ID « FirstMame Last Name Card Number  Department N... DepartmentN... Gender 10.0 FP Qty 9.0FP Qty Vein Quantity Face Qty
1 Sérgio 13080243 1 Company Na. Male 1 0 0 0
[:| 2 admin_chain 6796266 1 Company Na... Male 1] 1] 0 0
[:l 3 Filipe 11818072 1 Company Na. Male 0 0 0 0

Personnel

r1l
Department

Personnel Profile | Details l Access Levels I

Personnel ID 1 * Department *

First Name Card Number ﬁl

Last Name l:l Mobile Phone l:l .
Gender Hired Date 2016-04-01 e

(Optimal Size 230=230 Pixel)

Fingerprint Reg USB FP Sensor ! Device )

Image 18 — Add fingerprint

Select (Image 18):
e Device: If fingerprints need to be added using the F-MA300:

Fersonnel Profile
Personnel ID v *
First Mame ﬁ]
LastName .
Gender M
(Optimal Size 230=230 Pixel)
B
Email ~

Image 19 — Add fingerprint

Click on Select all -> Ok (Image 19).
On the following window (Image 20) two hands are shown, in order to add fingerprints you have to:
1- Pick the user’s finger to be added by clicking on the corresponding finger as shown in Image 20.

2R 15
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Personnel Profil

Personnel ID

First Name

Last Mame

Gender

Password

Email

Fingerprint Reg.

a Fingerprint Registration

Press finger flatware

Remain Times: 3

Duress Fingerprint

Lo |
L R

E 2302230 Pixel)

Cancel

Image 20 — User’s finger selection

2- When selecting the finger on the software (Image 20) the device is going to show the instructions to add

fingerprints correctly.

3- If the user’s fingerprint is added correctly to the software, the selected finger will turn green (Image 21). It can
be added as many fingers as desired from the same user (it is recommended to at least add two fingers).

Access Person

ssue Card

oK

Cancel

3

nel o000
b = .
E—%‘) Add Edit TuJ Delete Q Search &)MNSY Department &) Batch Add Personnel E} Import @ Export Operation Logs
Personnel ID = | First Name LastMName  Card Number  DeparmentN.. DeparmentM... Gender 10.0 FP Qty 9.0 FP Oty Vein Quantity Face Qty
r1 - 0 0
— 0 0
Persomnel Profi TR I " 0 0
Personnel ID
Press finger flatware
Remain Times: 0
First Name
Last Name I.
Gender
£ 230%230 Pixel)
Duress Fingerprint
Password gem
Fngerpinteo . .

Image 21 — Add fingerprint

Click on Ok on the following windows to confirm changes.
Click on SYNC Now (Image 22).

&
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5| SYNC MNotice X

Data updated, please SYNC

Image 22 — Synchronize new data

e USB FP Sensor: If fingerprints are to be added by using the USB F-4500:

Personnel Profil . : . 5
§E| Fingerprint Registration x

Personnel ID
Press finger flatware
i Remain Times: 3
First Name
Last Name I.
Gender

230=230 Pixel)
Duress Fingerprint
password oerp h

Fingerprint Reg. L R

OK Cancel

Image 23 — Selection of user’s finger

1- When selecting the finger on the software (Image 23) the device will show the instructions to add fingerprints
correctly.

2- If the user’s fingerprint is added correctly on the software, then the selected finger will turn green (Image 24).
It can be added as many fingers as desired from the same user (it is recommended to at least add two fingers).
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Access  rersonne 1 ONOIS]w]CY
E—‘% Add et fuj Delete (©) searcn &)mum Deparment S0, BatenAda Personnel [ import [ Export Operation Logs
Personnel =
[[]  PersonnelID ~ FirstName LastMName  Card Number  DeparmentN.. DeparmentM... Gender 10.0 FP Qty 9.0FP Oty Vein Quantity Face Qty
r1 0 0
Department =
— ° 0
Personnel Profil 2] Fingerprint Registration 7 0 0
Personnel ID
Press finger flatware
Remain Times: 0
First Name
Last Name I.
Gender
£ 230%230 Pixel)
Duress Fingerprint
Password oew
FgerpintReo . 5
OK Cancel
3 1 0 o [

Image 24 — Add fingerprint

Click on Ok on the following windows to confirm all changes.
Click on SYNC Now (Image 25).

] SYNC Notice x

Drata updated, please SYNC

Image 25 - Synchronize new data

1.9. Time Zone
The Time Zone function is used when it is necessary to create schedules where the user is able to open the door by
using his access credentials. This function is used for example, for employee shifts, for access to certain areas at specific
times, etc.

To create a Time Zone click on Access Control (1) -> Time Zone (2) -> Add (3) (Image 26).

As factory default, there is already a predefined time zone of 24h accessibility. This Time Zone has a 24h access setting,
which means the door is available for opening 24hs a day.

www.triplow.pt



Access Control

Add Ean @ Delete

Time Zone Name Remarks

24-Hour Accessible 24-Hour Accessible
turno manh&

Holidays

Door Settings

Anti-P

Multi-Card Opening

Real-Time Monitoring

Map

Ad

Image 26 - Time Zones

] da . = NOROYSluley
Time Zone Name 0 Remas [ ]

Standalone Device Parameters

Time Zone ID 1 — Time Zone ID2 | — Time Zone ID3 | — Holiday TZID —

| . . L L L L L /

Holidays Monday ‘ ‘
0 3%00 6700 9'00 1200 1500 16’00 21’00 P

Door £ | . . L L L L L |
Tuesday ‘ ‘

| . . L L L L L /

o Wednesday 1 i i . . . . . 1
| . . L L L L L /

Multi-Card Opening Thursday ‘ ‘
Real-Time Monitoring f ' ; : : : ' ' |
Friday ‘ ‘

f T T T T T T T i

Map | . . L L L L L /
Saturday ‘ ‘

f T T T T T T T i

Adv ‘ ]
Sunday ‘ ‘

Holiday Type 1 I |

Holiday Type 2 i ‘ ‘ ' ' ' ' ' i

| . . . . . . . ,
Holiday Type 3 ‘ ‘

0 B 600 900 12700 15700 18/00 21700 24
Start Time  00:00 EndTime 00:00
1 itens Bz =

Image 27 - Time Zones

The window on Image 27 is going to pop out to create a new Time Zone, where it can be created a weekly schedule for
the door opening availability.

#2] SYNC Notice

Data updated, please SYMNC

Click on SYNC Now.

[=1%i[=]
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1.10. Monitoring
In this menu, times made and the remote door opening can be controlled in real time.
Click on Access Control -> Real Time Monitoring.

C€

Access Control

N ONOICIu]E

Eﬂ Open All Current Doors @cmemmnem Doors @ Open Seledted Doors ﬂ Close Selected Doors @)S\DpMnmmnng

Time Zones

Holidays

Door Seti

hrea Access Control | — v Door [— v
Porta Tests
Date And Time Device Name Event Point Event Description Card Number Personnel ID(First..  IniOut Status Verify Type

1 13/04/2016 14:03:57 333 Porta_Teste MNormal Punch Open 4(attendance ) Check-In Only Card -
»2 | 1310412016 14:02:42 333 Porta_Teste Mormal Punch Open 4(attendance ) Check-In Only Card
3 13/04/2016 13:12:23 333 Porta_Teste Mormal Punch Open 4(attendance ) Check-In Only Card
4 13/04/2016 13:11:58 333 Porta_Teste Normal Punch Open 1(gérgio ) Check-In Only Fingerprint
5 13/04/2016 13:11:55 333 Porta_Teste MNormal Punch Open 4(attendance ) Check-In Only Card
3 13/04/2016 13:11:53 333 Porta_Teste Mormal Punch Open 3(Filipe ) Check-In Only Card
7 13/04/2016 12:58:45 333 Porta_Teste Mormal Punch Open 1(Sérgio ) Check-In Only Fingerprint
8 13/04/2016 12:36:47 333 Porta_Teste Normal Punch Open 1(gérgio ) Check-In Only Fingerprint
El 13/04/2016 12:31:21 333 Porta_Teste MNormal Punch Open 3(Filipe ) Check-In Only Card
10 1300412016 12:30:21 333 Porta_Teste MNormal Punch Open 1(Sérgio ) Check-In Only Fingerprint
11 | 12/04/2016 12:07:29 333 Porta_Teste Mormal Punch Open 3(Filipe ) Check-In Only Card
12 13/04/2016 12:07:16 333 Porta_Teste Normal Punch Open 1(gérgio ) Check-In Only Fingerprint
13 | 130412016 12:06:23 233 Porta_Teste Normal Punch Open 1(8érgio ) Check-In Only Fingerprint
14 3/04/2016 12:06:19 333 Porta_ e e ailure None O
15 | 13/04/2016 11:57:51 333 Porta_Teste Mormal Punch Open 1(Sérgio ) Check-In Only Fingerprint
16 13/04/2016 11:57:31 333 Porta_Teste Normal Punch Open 3(Filipe ) Check-In Only Card

1.11. Reports

Image 28 - Monitoring

Click on Device - > Get Logs -> Get all logs ->Get.

Add Eat {ij Delete (), Search

Device

GetLogs E—E ‘SyncAll Data To Device % Get Personnel Data From Device Get Information of Personne

Control

Device Na..
Triplo W

Serial Number | CommUT e e s s Serial P... RS8485Add.. Enab.. Person.. Fingerp.. VeinQuan.. Face Q.. Device Mo.. Fin
6691155000034 TCPAP 192.168.1.201 o 1 1 o 0 Ver

() GetNew Logs [ clear logs after downloaded

Progress

Total Progress

Image 29 — Reports

After downloading reports from the F-MA300, click on Reports

20
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Access Reports
B ewor % ClearAll Logs

Search

Events Today Time Period 2016-04-13 ~|00:00 —  2016-04-13 - | 2359 Persannel ID |:|
Gard Number ] Device Name | — v First Name ]
Exception Events

InfOut Status. - v EventDescription | — v Verify Type — v

Report

Custom Reports

Date And Time ~ PersonnellD  FirstName LastMame  CardMNum.. Device Name  EventPoint Verify Type  In/Out Sta... EventDescription  Remarks
b1 2016-04-13 14:37:07 333 Porta_Teste Otners None Disconnected
2 2016-04-13 14:08:03 333 Porta_Teste Others. Mone Disconnected
3 2016-04-13 14:03:57 4 attendance 333 Porta_Teste OnlyCard  Check-n  Normal Punch O.
4 2016-04-13 14:02:42 4 attendance 333 Porta_Teste Only Card Check-In Normal Punch O.
5 2016-04-1313:12:23 4 attendance 333 Porta_Teste OnlyCard  Check-n  Normal Punch O.
6 2016-04-13 13:11:58 1 Sérgio 333 Porta_Teste OnlyFinge . Check-In Normal Punch O.
7 2016-04-13 13:11:55 4 attendance 333 Porta_Teste Only Card Check-In Normal Punch O.
8 2016-04-13 13:11:53 3 Filipe 333 Porta_Teste Only Card Check-In Normal Punch O.
9 2016-04-13 13:03:04 333 Porta_Teste Others. MNone Disconnected
10 2016-04-13 125845 1 Sérgio 333 Porta_Teste OnlyFinge . Check-In Normal Punch O.
2016-04-13 12:26:47 1 Sérgio 333 Porta_Teste Only Finge... Check-In Normal Punch O.
2016-04-13 123121 3 Filipe 333 Porta_Teste Only Card Check-In Normal Punch O.
2016-04-13 12:30:21 1 Sérgio 333 Porta_Teste Only Finge.. Check-In Normal Punch O.
2016-04-13 12:07:29 3 Filipe 333 Porta_Teste OnlyCard  Check-n  Normal Punch O.
2016-04-13 120716 1 Sérgio 333 Porta_Teste OnlyFinge . Check-In Normal Punch O.
2016-04-13 12:06:23 1 sérgio 333 Porta_Teste OnlyFinge.. Check-n  Normal Punch O.
2016-04-13 11:57:51 1 Sérgio 333 Porta_Teste Only Finge... Check-In Normal Punch O.
2016-04-13 11:57:31 3 Filipe 333 Porta_Teste Only Card Check-In Normal Punch O.
2016-04-13 11:57:28 333 Porta_Teste Others. Mene Button Pressing ..

Image 30 — Reports

In this menu, all accesses performed in a time frame can be seen and exported (days, weeks, months).

1.12. Anti-Passback
The anti-passback is a function that can be used as a security booster and as an entry and exit control. This function
consists of ensuring that the user always registers every entry and every exit, that is, if the user registers an entry and
leaves without registering the exit, this same user will not be able of entering again because he did not register the exit
and the system understands that this user is still inside the building.
This function is also used for the attendance control system.

In order for the anti-passback to work correctly, an exit device with a card or biometric reader has to be coupled up
to the F-MA300.

To activate the anti-passback click on Access Control (1) -> Anti-passback (2) -> Add (3)

Access Control {é} @ @ @ O e

(2 Add Edit @ Delete

[ | Device Anti-Passback Settings Information
F-MA300 Qut&in anti-passback

Device F-MA300 Vot

Wufii-Card Opening
Anti-Passback Combination | Outdin anti-passback ~ | +
Real-Time Monitoring
InOut State In -

Wap

Advanc

Wiegand Format

Interlock

Image 31 — Anti-passback
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A window is going to pop out to set the anti-passback function (Image 32).

Device F-MA300 | o

*®

Anti-Passback Combination |DUT&iﬂ anti-passback

InfCut State | In ~

Image 32 — Anti-passback setting window

Device: Choose the device.

Anti-Passback Combination: Out&in anti-passback.

In/Out State: Select In or Out depending on where the F-MA300 is installed, if it is installed on the inner side of the door
(out, for entries) or if it is on the outer side (in, for exits).

1.13. Change the F-MA300 device IP
In case it is necessary to change the device IP for an IP within the local network where the F-MA300 was installed, you
will have to:
e Have the information regarding the network IP.
e Have the information of a free IP within the network.

After collecting the information previously mentioned, the F-MA300 needs to be directly connected to a computer by
using a network cable (RJ45).
First, the device needs to be added to the program with its original IP (point 1.4).

After adding successfully the device to the software, in order to change its IP you need to click on:

Device (1) -> Select device (2) ->More (3) ->Modify IP Address (4)
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Access [ Device

- = e =
=L Add |=k Edit Delete Search P Getlogs (=% SyncAll Data To Device Get Personnel Data From Device LGeannrmatmn of Persannel | - WMore..
Deice Name £ W @} R oetLos i Ea g :
Device ... Serial Nu.. Communicatio.. IPAddr. Serial PortN.. RS485Ad.. Enab.. PersonnelC.. FingerprintQ.. Vein| & Disabled

b1 F-MA300 TCPIP 192.168.. (] 1 0

Enabled

Upgrade Firmware

Synchronize Time
Modify IP Address
Close Auxiliary Output

4 >

Modify Communication Password

Change The Fingerprint Identification Threshold
Modify Baudrate

Operation Logs

IJEsNORBE>®

=

Sync New Changes To Device
Export

Getlogs From SD Card
R3485 Master-Slave Configure
Import Data From USB disk

4. Export data to the USB disk

w19 s B

Image 33 — Modify original device IP

A setting window is going to open up to modify the device IP.

Old IP Address 1192.168.1.201] *
New IP Address 10.0.0.201 *
Subnet Mask 255.0.0.0 #
Gateway Address 10.0.0.138 g
Port 4370 2

N

Image 34 — Modify the device IP

On the Image 33 window, the device IP can be modified for the one desired within the internal network, and so, the
device can be directly connected to a router/switch.

Note: If you do not have access to the internal network IP range, then it is recommended to contact the service provider
or someone specialized in networks.
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2. Additional Functions Performed Directly on the Equipment

Door opening

Press the fingerprint for 1s or present the access card.

2.1. Add administrator card

If the equipment asks for the administrator card (Please register the management card) (please register the

The administrator card is acquired along with the device (key chain, card).

administrator card), present the requested card.

2.2. Reset factory settings

In order to reset factory settings you need to:
1.

oA wWN

o N

Disconnect the device from the power supply.

Connect the adapter included on the purchase, to the micro-usb port at the bottom of the device.
Connect a computer keyboard to the adapter.

Present the administrator card.

Press 3+Enter+3+Enter on the keyboard.

Next, you will hear: “Restore to default settings. The operation is successful. The system returns to
verification state”.

Disconnect the equipment for 60 seconds.

Connect the equipment.

3. Technical Specifications

Power supply 12V DC
Relay (output) 3A
Memory 10000 Users
Access log memory 100000
Identification time <1s
Communications TCP/IP
Dimensions 150 x 75x 36 mm

LED

Multicolour (red/green)

24 www.triplow.pt



